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Opinion 04/2012 on Cookie Consent Exemption

 The ePrivacy directive splits the world of cookies in two:

G Cookies that require informed consent.

O Cookies that are exempted from informed consent.

* Cookies used “for the sole purpose of carrying out the transmission of a
communication over an electronic communications network”.
— “Load balancing” cookies.

* Cookies used “strictly necessary in order for the provider of an information
society service explicitly requested by the subscriber or user to provide the

service”
— User input cookies / session-I1D
— Multimedia player session cookies
— User interface customization cookies
— User security cookies, ...

e WP29: “analytic cookies” are not a privacy risk if adequate
safeguards are in place (opt-out & anonymisation).
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Do-Not-Track Do-Not-Cookie
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Using Do-Not-Track to implement cookie consent?

Tracking

ETEII web sites | do not want to be tracked

No Cookie

(with some exceptions)
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Challenges for DNT in the EU...

Is “Do-Not-Track” compatible with “Do-Not-Cookie”?

Will browsers adopt a consent based approach?
— Privacy by design: DNT should not be “disabled” by default.

— WP29: users must make “an active and informed choice”
(perhaps during browser upgrade/installation).

Will web sites honor the DNT signal?

Will Do-Not-Track be watered down to Do-Not-Target?
— Current W3C draft allows some tracking for “research / market
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analytics”, “security”, “product improvement”, ...

A. Pannetrat / June 2012



3 ingredients needed for Privacy By Design

1. An industry defined framework.
— Examples: PIA Frameworks & codes of conduct.

2. Consultation of the Data Protection Authorities on the
framework.

3. Anincentive to apply the framework.

— Legal, economic, competitive...
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