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About W3C

• Lead  Web to its Full Potential

• 330 Members (70 Full Members)

• Web ecosystem: users, developers, browsers, etc.

• 60 staff in US (MIT), France (ERCIM) and 
Japan (Keio)

TIM BERNERS-LEE
WEB INVENTOR AND W3C DIRECTOR



W3C Standardization

 Voluntary

 Member – driven

 “Recommendations” as products

 Royalty Free Implementation of Specifications



Do Not Track
Basic Functioning



Browser sends DNT signal

DNT-Signal



Setting in Konqueror



DNT - Signal

 DNT: Unset/NULL or no signal
 User hasn't expressed a preference yet

 DNT:1 Do Not Track me
 User does not want to be tracked, rules of 

the Compliance Specification apply

 DNT:0 You may track me
 User accepts to be tracked by the site the 

signal is sent to



Service sends DNT response

DNT-Response



DNT-Status (under discussion)

 ACK of DNT – Signal (e.g.) via well-known 
location or header

 "tracking": true,
"received": "1",
"response": "t1",
[...more ]

 No response or NACK (under discussion)

 Trigger of exception – mechanism (call for 
change of status)

 Messaging for out-of-band consent



http://www.w3.org/2011/trackhttp://www.w3.org/2011/track--privacy/slides/Felten.pdfprivacy/slides/Felten.pdf

FTC criteria for do not track



Internationalization by W3C

 DNT initially done for unregulated US market

 Saw potential to globalize the technology

 Make technology beneficial for regulated 
markets

 Invited Regulators (Art. 29 WP)

 Keep the Commission informed

 Canadian participation

 Now Japanese market waking up



European Functions of DNT (Goal)

 Article 5.3 of Directive 2002/58EC as amended 
by Directive 2009/136EC helped with a 
consent mechanism

 Whereas 66 says: “user’s consent to processing 
may be expressed by using the appropriate 
settings of a browser”

 DNT provides a tool for the expression as 
defined in Whereas 66

 DNT additionally provides a way to 
communicate back (exception-mechanism)



Things a Regulation could do

 Give “rebate” and wiggle room to those who 
invest in privacy enhancing technologies. 
Coercion has limits

 Do not require things that are technically 
impossible or exceedingly hard to achieve

 Keep Privacy on the Research – Agenda and 
create an opener for Technology Transfer

 Hanging sword is seen not to work.



Tracking Protection 
Working Group
 Co-Chairs: Aleecia McDonald (US), Matthias 

Schunter (EU)

 First F2F in Boston 21-22 September

 Next F2F in Europe in September 

 Weekly teleconferences

 http://www.w3.org/2011/tracking-
protection/

 Photo credit - Cash register: 
http://www.flickr.com/photos/teflon/499568
1266/


